Abstract: Quantum photonics has emerged as a promising approach to realizing large-scale and complex quantum technologies. Here we overview recent developments presenting circuits comprising hundreds of photonic components integrated into single coherent quantum systems. 
Introduction
Photonics is a promising approach to realizing quantum information technologies, where entangled states of light are generated and manipulated to implement fundamentally new modes of computation, simulation and communication, as well as enhanced measurements and sensing. Historically bulk optical elements on large optical tables have been the means by which to realize proof-of-principle demonstrators in quantum physics. Integrated quantum photonics has enabled a step change in this technology by controlling and manipulating single photons within miniature waveguide circuits. This technology approach is now being used to pioneered breakthroughs in quantum communications, quantum sensing and quantum information processing. Here we present recent developments in chip-to-chip quantum communications and on-chip quantum information processing.
Chip-based quantum communications
Quantum Key Distribution (QKD) provides a provably secure approach to share secrete keys used to encrypt information by transmitting single photons through a quantum channel. It is one of the first commercially available quantum technologies and a leading candidate for securing communications against attacks from future quantum computers. Integrated photonics provides a stable, compact, miniaturized and robust platform to implement quantum communications systems. The inherent phase stability of integrated photonics makes it particularly suitable for manipulating quantum information encoded in different time-bins, an encoding extensively used in fiber-based QKD systems. Chip-based QKD transmitters have been implemented in both the InP [1] and Silicon [2, 3] material platforms, with the first demonstration of a fully integrated chip-to-chip QKD system implemented with an InP transmitter chip and a Silicon Oxynitride receiver chip ( Figure 1a ) [1] . These chips provide a complete chip-to-chip quantum photonic solution, and through programmable quantum circuitry could implement multiple QKD protocols, including: Coherent One Way (COW) operating at a 860MHz state rate; Differential Phase Shift (DPS) at a 1.76GHz state rate; and BB84 at a 560MHz state rate (see Figure 2 for an example). The data rate of these systems can be increased through wavelength division multiplexing (WDM), where multiple secrete keys are distributed within a single optical fiber on different wavelengths. Figure 1c show one such approach were a WDM-QKD system was implemented using two GHz clocked InP QKD transmitters and a single. Silicon Oxynitride receiver with integrated de-multiplexing. The InP chips are fully integrated, incorporating all the necessary components including a tunable M any of our conventional cryptographic schemes are based on the assumption of an adversary's computational power. In comparison, quantum key distribution (QKD) establishes cryptographic keys by transmitting single photons across a quantum channel, with its security based on the physical laws of quantum mechanics 1, 2 . Over the last few decades, QKD has developed from simple demonstrations to robust implementations [3] [4] [5] [6] , and is one of the first commercial quantum technologies 7, 8 . Despite this maturity, QKD has seen limited adoption. Practical, large-scale deployment likely requires the use of integrated photonic devices providing enhanced functionality and miniaturization, in a platform amenable to mass-manufacture and easy integration with existing and emerging classical integrated telecommunications infrastructure.
While extreme levels of integration have been achieved in the microelectronics industry over the past decades, it is only recently that size, cost and power consumption considerations have demanded higher levels of integration in photonics. Fibre-to-the-home, data centre and 100 Gbps metro and long-haul network applications have driven the development of the indium phosphide (InP) platform to the point of full integration of laser sources, amplifiers, modulators and detectors 9 . Integrated photonics 10 is thus poised to deliver major benefits to QKD technology and networks 11-13 by allowing the miniaturization of components and circuits for hand-held and field deployable devices. It also provides highly robust manufacturing processes, which help reduce cost for personal devices. Finally, the complexity achievable with the integrated platform enables practical implementation of multi-protocol operation for flexibility, multiplexing for higher rates and additional monitoring and certification circuits to protect against side-channel attacks 1 in a fibre network.
While there have been individual demonstrations of time-bin decoding 14 , miniaturization 15 and reconfigurability 4 in integrated devices, here we report QKD operation of complex devices that will allow the use of quantum secured communications in the applications described above. We use the InP platform to implement a monolithically integrated transmitter (Fig. 1a) , consisting of a tunable laser, optical interferometers, electro-optic phase modulators (EOPM) and a p-i-n photodiode. We implement a receiver (Fig. 1b) , consisting of a photonic circuit with thermo-optic phase shifters (TOPS) and reconfigurable delay line in the silicon oxynitride (SiOxNy) platform and off-chip single photon detectors. Both photonic systems are manufactured using state-of-the-art industrial fabrication processes and are designed for multi-protocol reconfigurable operation, here we demonstrate three important QKD protocols: BB84 (ref. 16), coherent one way (COW) 17 and differential phase shift (DPS) 18 . We show performance of the photonic devices with clock rates up to 1.7 GHz, a quantum bit error rate (QBER) as low as 0.88% and estimated secret key rates up to 568 kbps, for an emulated 20 km fibre link. These devices are manufactured using the same fabrication processes as classical communications technology and microelectronics. Together with the development of integrated single photon detectors [19] [20] [21] , they point the way to seamless integration with existing and emerging classical communication systems. Figure 1 shows a schematic of the chip-to-chip QKD system. For the transmitter device, the InP material system was chosen to meet the requirements of fast active electro-optics (with GHz operating speeds) and monolithic integration with the laser source. For the receiver device, the SiO x N y material system was chosen to minimize Quantum Key Distribution (QKD) provides a provably secure approach to share keys used to encrypt secret information by transmitting single photons through a quantum channel [1] . Integrated photonics provide a stable, compact, miniaturized and robust platform to implement complex photonic circuits amenable to manufacture and therefore provide a compelling technology to implement future QKD systems [2] . We have previously demonstrated integrated technologies for QKD, including integrated client chips for Reference-Frame-Independent QKD [3] , and the first chip-to-chip QKD with Indium Phosphide devices for GHz clock rates transmitters, and Silicon Oxynitride receivers providing compact, robust, stable and reproducible photonics circuits for QKD [4] Due to the loss and e ciency issues, the rates of QKD are severely limited, but channel capacity can be increased by multiplexing multiple signals on to the same fibre, separated in wavelength (Wavelength-division-multiplexing QKD [5] ). Although current QKD systems made from discrete components drastically restrict this approach due to practicality and size constraints in optical networks, the use of miniaturised integrated photonics can allow for higher component density, and a manufacturable approach to reproduce many copies of the same photonic circuitry.
Results

Integrated photonic devices.
Here, we demonstrate WDM-QKD with two GHz clocked InP QKD transmitters, and a Silicon Oxynitride receiver with integrated de-multiplexing. The integrated transmitters and receiver allow for multiple protocols, including an e cient biased basis decoy state BB84 [6] operating at 565MHz with error rates ⇠2%, with an estimated secret key rate of ***.
The transmitting laser cavities are formed by two tunable-distributed Bragg reflectors surrounding semiconductor optical amplifier, allowing for current injection to shift the wavelength of the central mode by around 10 nm with 1.2V. The two channels are separated by 200GHz (standard dense-WDM channel spacing), and combined with a 50:50 fibre beam splitter, allowing for flexible tuning of the transmitter channels, and the monitoring of power. The integrated circuitry is designed to encode time bin information for fibre communication, with pulse modulation, phase randomisation, intensity modulation, and phase encoding, allowing for multi-protocol communication including BB84, COW and DPS.
Using an on chip asymmetric MZI filter for wavelength de-multiplexing, the receiver splits the two channels in to independent copies of the reconfigurable decoding circuitry. An MZI is used as tunable beam splitter (TBS) to Schematic of the GHz clock rate, reconfigurable, multi-protocol, integrated indium phosphide transmitter devices, which encodes quantum information with time-bin encoded, weak coherent light to be transmitted over optical fibre to a Silicon Oxynitride receiver circuit that passively decodes the quantum informtion with o↵-chip single photon detectors. The two transmitter lasers are o↵set by 200GHz, and passively combined with a beam splitter, and are temporally o↵set by half a period to decrease cross talk once the detector events are gated. The receiver unit includes an on-chip de-multiplexing through an unbalanced MZI, with free-spectral range of 200GHz, followed by two copies of reconfigurable multi-protocol receivers. These devices are capable of independently implementing BB84, COW, DPS, and at rates with period of multiple of 300ps allowing for extremely flexible operation for quantum secured communications in optical networks.
M any of our conventional cryptographic schemes are based on the assumption of an adversary's computational power. In comparison, quantum key distribution (QKD) establishes cryptographic keys by transmitting single photons across a quantum channel, with its security based on the physical laws of quantum mechanics 1, 2 . Over the last few decades, QKD has developed from simple demonstrations to robust implementations [3] [4] [5] [6] , and is one of the first commercial quantum technologies 7, 8 . Despite this maturity, QKD has seen limited adoption. Practical, large-scale deployment likely requires the use of integrated photonic devices providing enhanced functionality and miniaturization, in a platform amenable to mass-manufacture and easy integration with existing and emerging classical integrated telecommunications infrastructure.
While there have been individual demonstrations of time-bin decoding 14 , miniaturization 15 and reconfigurability 4 in integrated devices, here we report QKD operation of complex devices that will allow the use of quantum secured communications in the applications described above. We use the InP platform to implement a monolithically integrated transmitter (Fig. 1a) , consisting of a tunable laser, optical interferometers, electro-optic phase modulators (EOPM) and a p-i-n photodiode. We implement a receiver (Fig. 1b) , consisting of a photonic circuit with thermo-optic phase shifters (TOPS) and reconfigurable delay line in the silicon oxynitride (SiO x N y ) platform and off-chip single photon detectors. Both photonic systems are manufactured using state-of-the-art industrial fabrication processes and are designed for multi-protocol reconfigurable operation, here we demonstrate three important QKD protocols: BB84 (ref. 16), coherent one way (COW) 17 and differential phase shift (DPS) 18 . We show performance of the photonic devices with clock rates up to 1.7 GHz, a quantum bit error rate (QBER) as low as 0.88% and estimated secret key rates up to 568 kbps, for an emulated 20 km fibre link. These devices are manufactured using the same fabrication processes as classical communications technology and microelectronics. Together with the development of integrated single photon detectors 19-21 , they point the way to seamless integration with existing and emerging classical communication systems. Figure 1 shows a schematic of the chip-to-chip QKD system. For the transmitter device, the InP material system was chosen to meet the requirements of fast active electro-optics (with GHz operating speeds) and monolithic integration with the laser source. For the receiver device, the SiO x N y material system was chosen to minimize laser source and high-speed phase modulators. Using on-chip asymmetric MZI filters for wavelength demultiplexing, the receiver splits the two channels into independent copies of the reconfigurable decoding circuitry. The combined WDM channels increase the secrete key rate by a factor of two, to 1.11 Mbit/s over a 20 km emulated fiber. The increase in rates, and ability to scale up these circuits opens the way to new and advanced integrated quantum communication technologies and larger adoption of quantum-secured communications. Implementing the transmitter in a silicon-based technology platform is appealing due to its relatively low cost, compatibility with CMOS electronics and suitability for very large-scale integration and manufacturing. However, silicon lacks a natural chi-2 non-linearity typically used for high performance modulation, and instead utilizes carrier injection or depletion modulators which suffer from high insertion loss, phase-dependent loss, and saturation -which presents a challenge for QKD state preparation. To overcome these problems a combination of slow but lossless thermal phases shifters with fast but lossy carrier-based modulators can be used to reduce the phasedependent loss in these systems, to ensure fast encoding of all four states required for the BB84 protocol. This principle was demonstrated in two fully integrated silicon-based transmitter chips [3] : one designed for time-bin encoding (Figure 2a) , and one for polarisation encoding ( Figure  2b ). These QKD transmitters, based on CMOScompatible silicon photonics, provide a route to the massmanufacture of quantum-secured communications devices, and ultimately the seamless integration with micro-electronics circuits.
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Chip-based quantum information processing
Quantum computing has generated much interest for its potential ability to outperform classical computing for many important tasks. Photons are considered as a promising candidate for implementing quantum computation owing to their properties of long coherence time, ease of manipulation and light-speed transmission. The silicon-based quantum technology platform, where quantum states of light can be generated and manipulated using entirely silicon-based waveguide circuits [4] , offers a range of benefits for quantum information processing, including high nonlinearities for efficient on-chip generation of quantum states of light, and high component densities for complex circuits. Using this silicon quantum photonic technology platform a wide range of quantum information processing demonstrators have been realized. Here we focus specifically on the more recent large-scale implementations.
Programmable two-qubit photonic quantum processor
One such example of a complex quantum photonic circuit is presented in Figure 3 , showing a fully reconfigurable silicon quantum photonic device able to implement universal two-qubit unitary quantum operations [5] . This approach adopts an optical linear-combination protocol that utilizes only two-photon-entanglement and extended spatial freedom of the photons. The device integrates 4 photon-sources, 4 laser pump rejection filters, 82 beam splitters and 58 programmable thermo-optic phase shifters (over 150 total photonic elements). The device has been programmed to implement 98 different two-qubit quantum logic gates (including CNOT, CZ, CH, SWAP, iSWAP and SWAP), and the device performance was evaluated by performing quantum process tomography for each operation, achieving an average quantum process fidelity of 93.2±4.5%. This universal two-qubit silicon photonic quantum processor is able to initialize, operate and analyze arbitrary twoqubit states and processes. It is fully programmable, robust and providing a universal platform for implementing quantum information processing applications. 
Large-scale multi-dimensional quantum photonics
Multi-dimensional quantum systems exhibit distinct quantum properties and offer improvements in key applications such as increasing capacity in quantum communication, strengthening quantum correlations, and enriching quantum simulation and computing schemes. Photons represent a promising platform able to naturally encode and process these 'qudits' in various degrees of freedom, e.g., orbital angular momentum, temporal bin and frequency. However, these approaches present limitations in terms of controllability, precision, universality and a full integration of elements, which represent bottlenecks for further developments of multidimensional quantum photonic technologies.
By utilizing large-scale silicon quantum photonics, a chip was realized that could create, control and multidimensional entanglement up to dimensions 15 × 15 [6] . The chip (Figure 4) Figure 5 show the first integrated quantum circuit capable of the on-chip generation and manipulation of four-qubit, four-photon graph states. The device generates two pairs of photons on-chip, then applies a switchable entangling gate (performing either a fusion or a controlled-Z operation) in order to entangle the qubit states and access all 6 of the 4-qubit graph states -creating genuine four-qubit entanglement. Whether the entangling gate is set to perform a fusion or a CZ operation determines the type of entanglement in the produced four-qubit state. The fusion operation yields Greenberger -Horne -Zeilinger -type entanglement, whereas the CZ operation yields entanglement of the cluster state type. These comprise the only two classes of graph-state entanglement in four qubits, which are locally equivalent to the entire set of four-qubit graph states. The device produces Bell pairs with stateof-the-art fidelity, and the star-type graph state (inset of Figure 5 ) are verified by measuring that state's stabilizers.
Conclusion
Integrated quantum photonics is a versatile technology platform that is proving invaluable in the development of future quantum information technology applications, particularly in quantum communications and quantum computation. Large-scale quantum photonic circuits enable the on-chip generation and precise manipulation of complex photon states of light, whilst these stable, compact, miniaturized and robust platforms are also delivering the next generation of quantum communications devices. Next we measured heralded quantum interference between on-chip photon-pair sources, using the central MZI of the entangling gate to measure a Hong-Ou-Mandel (HOM) visibility of 0.70 ± 0.03 (raw). In the above measurements, we used square 100-GHz filters for the signal photons, and 50-GHz filters for the idler photons, and measured a source brightness of ⇠ 0.06 pairs per pulse (ppp).
Operating the device with all four qubits, we found promising performance. We used the same source and filter configuration as above, set the gate to perform fusion, and generated a four-qubit star-type graph state (with GHZtype entanglement). We measured the idler qubits (3 and 4) in the Z-basis, and performed state tomography on the remaining qubits (1 and 2), observing 0.64 ± 0.05 fidelity with the expected state of the two-qubit sub-graph. We measured the stabilisers of the four-qubit star graph state and found a fidelity of 0.62 ± 0.04, implying genuine fourqubit entanglement (> 0.5) [4] . An increased source brightness of ⇠ 0.07 ppp expedited the measurement.
We can improve the raw HOM visibility-and so the fidelity-by using narrower filters (increasing spectral separability), and by reducing the source brightness (suppressing noise-producing multi-photon terms). This is at the cost of measurement time. With 50-GHz filters on all photons, and a source brightness of ⇠ 0.04 ppp, the HOM visibility improved to 0.85 ± 0.03, and two-qubit sub-graph fidelity improved to 0.75 ± 0.03.
We have demonstrated one of the most complex quantum photonic devices to date, leveraging the maturity and scale of the SOI platform to integrate four qubits on chip. Our device produces Bell pairs with state-of-the-art fidelity. We verified that the device can produce a genuine star-type graph state, by measuring that state's stabilisers, and we have shown that fidelity improvements are possible. Other graphs will be tested in due course.
